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6 RISK ASSESSMENT

Risk assessment is an essential step in the execution of any project, whether
mandated by a regulatory body or not. This is because every implementation carries
with it inherent risks. This is especially true for software development projects, given
their diverse and abstract nature. These projects have unique challenges and risks.

Good software is hard to come by but easy to recognize: It solves the problem at
hand and does what its users expected it would do. Most software project failures
can be traced to one cause: The delivered solution does not fit the problem.

It is helpful to think of software development as a process of embodying technical
knowledge and knowledge of customer needs into a coherent solution

If we are to understand and manage risk, we must first focus on the translation of
customer needs into project requirements and specifications.

6.1 Risk Types

There are many types of risk, and the risks for one system may be quite different
from the risks for another, depending on where you are in the risk landscape. Let's
examine the various types of risk.
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Project

Experienced project managers will understand that to remain competitive, their
projects cannot afford to set up contingencies or control measures for every
conceivable risk. Rather, project managers must adopt a graded approach to
managing risk. Higher risk requires a higher contingency, but lower risk allows for
much less of a contingency. Performing a risk assessment serves as the mechanism
to determine feasibility of project success.

Project risk assessment is a proactive process that examines factors that could cause
your project to get into trouble. These factors include:

e What formal project management processes are in place? And what happens
when these processes are not followed? Formal project management practices
have the power to reduce software project risk. The value of such practices
lies largely in the well-defined patterns and directives that they create
for coordinating interactions and integrating inputs from various project
constituents.

e How different is this project from others in the organization? The more a new
project differs—technically and conceptually—from previous projects in an
organization, the greater its exposure to risk.

e Do you have the right, experienced personnel to execute this project? Will you need
to hire personnel to accomplish the project, or are they available internally? If there
are hiring delays, the result is a greater exposure to risk and the project is delayed.

e (Can your team accomplish the deliverables on time and on budget? It is essential
to scope the project realistically for budget, cost, and schedule.

e What barriers are there in the way of project success?
e |s the project’s budget adequate?

e What level of involvement is required from our customer(s)? What happens if our
customer(s) are uninvolved? The problem is that customers often know more than
they can tell but their understanding of their own needs often difficult to articulate.
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IT Implementation

Factors in IT implementation include:

Are you using an appropriate methodology? Does the methodology fit the project?
How complex will the implementation be?

How well are the requirements defined? Are they still volatile? Building a system
on volatile requirements is like attempting to build a structure on a foundation
of sand.

Procuring appropriate testing facilities, including hardware and software.
Testing for capacity and performance issues.

Operating with insufficient IT infrastructure.

Availability and accuracy of data

Quality of supplier software or components

Business

Business factors include:

Other stakeholder pressures

Supplier management

Customer management

New legislation

Funding / budget constraints

Preparing for legal implications pertaining to business rules

Quality of supplier materials

Organizational

Organizational factors include:

Working relationship with executive sponsorship
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Operational / Personnel
These factors include:

e \What is your organization’s relationship with the labor force? Poor industrial
relations can derail implementation

e Will you be able to meet expectations?

e Will you be able to overcome resistance to change?

Tribal Knowledge
These factors include:
e \Who has the process knowledge?

e What would happen to our business if a certain individual no longer worked for us?

6.2 Techniques and Methodologies
It is important to have a systematic approach to identify, manage, and mitigate risk.

At this stage, the project stakeholders must draw upon their own experience and
information derived from other relevant sources regarding the risks inherent in the
project. From these discussions, you construct a risks list. Use the list to analyze
each risk according to your experience, and prioritize these risks for probability of
occurrence, negative exposure on the deployment, and impact to the organization.
Understand the underlying causes, assumptions, and impact. Address the risks now
(where possible) with targeted mitigation actions

Background

The safety and reliability industries were the forerunners of today’s risk analysis
environment. This started with occupational safety awareness around the turn of
the 19th century, and then onto systems reliability as more complex systems were
introduced. Since the early 1960s, NASA and the space industry continue to fuel the
need for assessing risks to life, mission, and the environment.

Over the last 15 years, the need for IT security has increased dramatically. This

has introduced new areas of risk, and thus has presented a greater need for risk
assessment and mitigation. These types of risks are not interchangeable with safety/
reliability-based risk, but there is significant overlap. Risk assessment techniques
have been developed that ...

“Risk is a function of the likelihood of a given threat-source’s exercising
particular potential vulnerability, and the resulting impact of that adverse
event on the organization.”
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Risk Assessment Techniques

The following table summarizes the risk assessment techniques discussed below.

Both Reactive Any Stage Individual
Reliability Both Design Started Individual / Team
Reliability Reactive Design Complete | Individual
Reliability Reactive Design Complete | Individual / Team
Safety Reactive Any Stage Team

Safety Reactive Design Started Individual / Team
Both Both Any Stage Team

Checklist

The checklist technique creates a list of items that are reviewed formally at key
points in the project, typically in the course of development and deployment. The
technique is based on the company’s experience in executing similar projects and is
an excellent mechanism for passing on lessons learned.

The technique is used when verification of compliance with standards, regulations,
and practices is required. The standard or regulation is used to create a checklist so
that, at predefined project execution points, a check is performed to ensure that
requirements are being met.

Failure/Fault Modes Effects Analysis (FMEA)

The Failure Modes Effects and Criticality Analysis (FMECA) technique is an FMEA
with additional information regarding criticality of failure. Analysis starts with a
fault mode of a particular component and examines the effects of that fault. It is
essentially a reliability prediction model, the goal of which is to construct a system
that operates without failure for a specific length of time.

The technique is used once design is complete, going from the component level
on up to general areas of functionality in a bottom-up approach. However, the
approach is not as risk-oriented as other approaches. Instead, it focuses on the
failures themselves rather than on the impact of the failure. This is where the
criticality of FMECA enters into the analysis.
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Fault Tree Analysis (FTA)

The FTA technique was originally developed at Bell Labs to evaluate the Minuteman
Launch Control System against an unauthorized launch. It is primarily a technique
for analyzing the causes of hazards, not necessarily identifying the hazards
themselves.

This technique is used when the design is nearly complete, or when using an
iterative approach, during the second iteration design phase. It is often used for
processing facilities, industrial plants, and complex systems such as medical devices.

Event Tree Analysis (ETA)

The ETA technique was developed in the 1970s to deal with some of the
inadequacies of FTA in nuclear power plants. It is widely used for quantification of
system failures, but is difficult to apply as complexity increases.

As with FTA, the technique is used when the design is nearly complete or complete.
Primarily, it is used to examine existing facilities or systems. It is much less proactive
than other techniques.

Hazards Analysis

The Hazards Analysis technique is well recognized, as it is being used by the FDA
for medical device submissions. It is based on the Software Development Life Cycle
(SDLC) approach to developing software and encourages creative thinking. It is
focused on improving safety by elimination, reduction, and/or control of hazards
and minimizing damage.

This technique is used as early as possible as an initial assessment, and is revisited
and revised as concept moves to design and implementation. In the case of FDA
submissions, it is important to show traceability through the entire life cycle of
system design.

Cause-Consequence Analysis (CCA)

The CCA technique was developed in the 1970s and combines several search
modes. It starts with critical event analysis, followed by a search for factors that
constitute that event, and by propagation of effects.

The technique is used more in Europe than in the US. It is good for analysis of
accidents, or once the design stage has started on a project.
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Hazards and Operability Study (HAZOP)

The HAZOP technique originated in the chemical industry. It uses standard guide
words as part of the process, and consists of a series of analysis meetings that
encourage creative thinking and cover the entire design, focusing the analysis on
deviations from the intended design.

The technique may be carried out at any stage in the system life cycle.

6.3 Change Management
Consider all risks in change management assessment. Check sheet.

Putting in a solution is only half the equation. You have to manage organizational
change/transformation to realize value

Establish a process for ongoing risk tracking and reporting. Establish a process to
control ongoing risks through the design and deployment phases

6.4 Achieving the Right Balance

The primary goal of risk analysis is to prioritize the items you identified in the
planning process to determine which of these risks deserve commitment of
resources for planning.
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7 SUCCESS

The implementation of a comprehensive program for managing quality and
regulatory compliance is a complex undertaking, affecting operations throughout
a business. In order to know how this effort can succeed, it's necessary to define
exactly what constitutes success.

The most fundamental advice offered by quality management experts is that quality
and regulatory compliance can only be successful when they are an integral part of
the corporate culture. Quality should never be treated as a separate activity; it should
be embedded in each and every manufacturing activity, process, and operation.
Organizations that have followed this principle, making quality a way of life, have
been able to successfully maintain product and process quality over many years.

7.1 Elements of Success

With an increasing level of regulation from external agencies and growing demand
from customers for proof of quality and quality practices, quality and regulatory
compliance have become important factors in business operations.

As systems to manage quality and compliance are put into place, one crucial factor
in their implementation is ensuring that there’s a clear definition of what elements
should exist in a successful quality management program.

Any program of quality management should address the following:
e Business continuity
e Revenue growth

e Efficiency and integration

7.1.1 Business Continuity

The most basic goal of any quality and regulatory compliance effort is to ensure
that the company stays in business. With regulations coming from all sides, a major
failure in compliance can cause business operations to grind to a halt, with severe
shocks rippling through the entire organization. More than from irrelevance or
competition, a company’s brand and reputation can suffer irreparable harm from

a release of products that are poor in quality or dangerous to consumers or the
environment. However, keep in mind that the budget for any such compliance
efforts should always be considered in the context of how well the organization is
currently performing. If the organization is at peak performance, it can likely afford
the extra effort to meet higher quality objectives. If it is merely leveled out, on the
other hand, or worse, other budgetary concerns should prevail. In other words,
despite the importance of quality management, the costs of such efforts must be
viewed realistically within the larger context of the company’s profitability picture.
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7.1.2 Revenue Growth

A successful quality management program enables a company to grow revenues
because it is compliant with both industry standards and external regulations. For
example, when the large automakers began to require certification from their
suppliers, companies that were able to get certified quickly had a strong advantage
over their competitors and could grow their operations.

In addition, as business continues to move across borders, the ability to compete
internationally is tied to the ability to manage compliance with the regulations in
various countries. Quality management and regulatory compliance programs need
to be a part of a company’s expansion into new markets, and, if working properly,
will function to facilitate this expansion at the earliest steps of planning and
implementation.

7.1.3 Efficiency and Integration

For a quality management program to be considered a success, the implementation
must be seen as a normal and important part of day-to-day operations. It needs to
be obvious to the people involved, from the top down, that the process supports
and furthers business goals. If quality management becomes simply an additional
layer of activities and documentation in order to prove that quality is a concern,
something is wrong. Quality management needs to be seen as a tool to assist in
furthering business goals, not merely as an overhead cost.

Putting this into place requires creating a culture of compliance, which includes:

e Letting everyone know exactly what they are supposed to be doing
(train, train, train!)

e Ascertaining that the team is actually doing what they've been trained to do and
is looking for deviations (test, test, test)

e Taking corrective action where needed

e Using specific key performance indicators (KPIs) to assess whether the results
gained from these steps are actually achieving business goals
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7.2 Success Factors

If you have a quality management program in place, one that addresses all of the
elements mentioned above, you will still need points on which to assess whether
it's actually working. According to our experts, the following factors should be
examined:

e Internal audits

e Support from upper management

e Integration with business processes

e A unified quality organization

e Ease of auditability

e Documentation

e Appropriate use of quality tools and techniques
e How deviations are handled

e (Catching issues early

e Ability to accommodate change

e Market recognition (the perception of success)
e Supplier integration

e Key Performance Indicators

7.2.1 Internal Audits

One of the most important tools in any quality management effort is a company’s
own internal audit comparing what was supposed to have been done and

how, with what actually happened in practice, and the subsequent results. In a
successful quality management program, internal audits should uncover problems.
If an internal audit is not performed, the company will not be fully aware of the
quality of its own processes. For an internal audit to have value, and for quality
management efforts to succeed, the audit must provide people with a concrete
awareness of weak points and problems—and this is true for both compliance
processes and business processes. Well-functioning quality management systems
and processes allow for a thorough enough understanding of the internal health of
a business to recognize problems and design and prioritize ongoing solutions.
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7.2.2 Support from Upper Management

The single biggest factor that affects the successful integration of quality into
everyday business processes is the level of support from top management. If the CIO
and other C-level officers such as the CEO or the CCO do not place importance on
quality and compliance functions, or do not prioritize them, successfully integrating
quality management into the business operations will be difficult if not impossible.
In companies with successful quality management programs, C-level officers are
committed to making quality and compliance as normal a part of the process as ERP.

Members of the C-suite provide three critical support functions. First, when

they strongly endorse the company’s quality and compliance program, a set of
guiding principals for the whole enterprise is established that promotes a spirit of
continuous improvement. Second, the support of high-level officers helps ensure
that the program receives the necessary funding, without which it will struggle. And
third, members of the C-suite serve as the final arbiters in any potential disputes,
whether about direction, funding, or resources. Ultimately, it is up to them to
decide the degree and intensity with which the organization pursues its quality and
compliance program, as well as to provide the reasons behind those decisions.

7.2.3 Integration with Business Processes

It is critical that, when work is being done, the quality and compliance elements are
fully integrated into that effort so that people are not doing their work and then
stopping to perform their quality and compliance chores. Processes must be designed
so that quality is integrated into every business process and is everybody's job.

7.2.4 A Unified Quality Organization

With each new regulation, it is tempting to start a new quality initiative and

form yet another group. If this occurs, after a while, there are quality groups all
over the organization. This is ultimately inefficient and problematic. For example,
organizations may want to have an environmental compliance system, a safety
system, and a quality system, but this may not be the best approach since it creates
artificial divisions and turf wars. Rather than run training in five groups, if you can
scale training across all the groups, you will achieve significant efficiencies.

7.2.5 Ease of auditability

Another way to assess the successful integration of quality management is to
examine how much time and effort needs to be expended for external audits. When
an FDA or ISO auditor comes in, how much preparation has to be done prior to
their arrival? If you find that there’s always a huge amount of time and energy that
needs to be diverted into dealing with external audits, then quality has not been
properly integrated into the everyday way of doing business.
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7.2.6 Documentation

As quality management functions become an integral part of operations, clear
documentation of key business systems and tasks is critical. For procedures to be
followed consistently, they must be written down so that key knowledge doesn’t
walk out the door when employees change positions.

Successful documentation is clear and written in plain language. The documentation
of a compliance system needs to be written in the nomenclature of the working
community for the industry and business, not just written in a style that sounds

like it was created by a regulatory agency. This enables improved compliance and
produces better results for warranty and customer issues, as well as for taking
corrective actions and solving problems.

Documentation should be consistent across organizations if possible. Why write

three different documents, one for safety, another for environmental, and a third for
manufacturing, about how you want to approach the shelf life for ingredients? One
document and one common practice make quality management easier to audit and
maintain and drastically reduces the workload. This consistency is a key success factor.

7.2.7 Appropriate Use of Quality Tools and Techniques

The use of appropriate quality assurance tools and techniques helps ensure
product quality. The tools and techniques typically followed are listed in the
“Definition” chapter, and include principles of Lean, Six Sigma, Total Quality
Management, and others.

7.2.8 Handling Deviations

It is very interesting to note that, though processes are defined and parameters
and specifications are adhered to, there is still quality deviation. Organizations
analyze the situations by performing various statistical process analyses to arrive at
a root cause and then execute a corrective as well as a preventive action plan. But,
once again, deviation is detected because of some other root cause. So why are
deviations or out-of-specification ranges detected, even after following the defined
quality processes, using high-end statistical tools and process control techniques?

As described throughout this document, common cause variation—the notion that,
regardless of the effort to ascertain every source of variation in any given process,
uncertainties will still exist—is always present in every process, which is one source
of deviation. A thorough and detailed analysis can also suggest that combinations
of multiple variables are responsible for some deviation. In order to isolate and
assign causes for this type of variation, it is important to analyze all of the variables
simultaneously in real time and to determine the parameters that will ensure quality.
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IT systems can play a great role in helping to achieve this. Capable of far more than
simple data recording and transactions, shop floor IT systems can provide real-
time intelligence, which is vital for effective quality assurance. Such manufacturing
intelligence systems help in maintaining and sustaining quality improvement
initiatives like Six Sigma. Furthermore, moving forward, paradigms need to

be shifted to predictive quality assurance, which operates with a feed-forward
mechanism unlike traditional reactive processes of quality assurance.

7.2.9 Catching Issues Early

One way to tell if a quality management system is actually working is to evaluate at
what stage problems are being detected. A well-functioning quality management
system should anticipate issues and find them early in the manufacturing cycle. If a
company spends undue energy coping with customer complaints, or finding missing
features or parts on the manufacturing floor, something has obviously gone wrong
with the quality process.

There are two proven approaches to staying ahead of the game: design of
experiments (DOE) and predictive modeling.

DOE enables quality engineers to identify sources of variation by testing

how equipment and processes function under an assortment of factors and
circumstances. For instance, when engineers want to verify that their gages are
repeatedly and reproducibly generating the same results under a host of conditions,
including different operators, they subject them to a type of DOE call “gage
repeatability and reproducibility studies,” or gage R&R. After a series of trials have
been executed, the results are calculated to determine the variability in the gage
itself, as opposed to that from conditions and operators. Once engineers determine
these factors, products can be made under the same tested conditions, and, in turn,
engineers can analyze the samples to determine any possible quality issues before
they pose potential difficulties.

Predictive modeling is the means by which engineers build statistical models in the
hopes of creating approximate solutions for conditions that cannot be measured.
For instance, when engineers want to predict an outcome—the quality of a given
product, say—before the product is made, they build a model to derive as many
possible results under all foreseeable conditions. Eliminating difficulties in this
fashion ultimately increases both profitability and market reputation.

7.2.10 Ability to Accommodate Change

Change can be very difficult for companies to accommodate, especially large
companies. Even though products may be sent to the market at high levels

of quality, in order to compete in the fast-paced, global marketplace of today,
companies need to be able to manage changes to products and markets while still
maintaining quality. The quality management systems in place must be flexible and

© Copyright MESA 2008. All rights reserved




Quality and Regulatory Compliance Strategic Initiative Guidebook

quick enough to accommodate change. The same applies for the appearance of
new regulations—a properly functioning quality management system should be
flexible enough that it can handle new regulations without having to be completely
retooled.

7.2.11 Market Recognition: The Perception of Success

Part of a successful quality management program is not merely the actual
achievement of quality and compliance, but assessing whether your customers
recognize and value the efforts that company has made. Some brands are
synonymous with quality, and that association is no accident. Communicating your
strong emphasis on quality can be a key market differentiator, but it will take time
and effort to get the word out to the market and to your stakeholders.

To increase the speed with which your message reaches its audience, and to
enhance the quality of its reception, it is not merely important to broadcast it, but
also to broadcast it in earnest. After having invested so many resources to build

a state of the art quality and compliance program, it makes no sense to keep it a
secret. Strong ties between HR, PR, and Q&C should be developed so that each
new product improvement or development can be communicated both within
the company and to the public at large. This type of message promotion can
create greater market recognition. Just as important, it also works to augment
the perception of the organization’s success and thus boost both employee and
consumer confidence.

Remember, too, that market recognition can also act in a negative way. As
described throughout this document, brand value can be diminished or destroyed
very quickly in the wake of publicized quality problems. Again, communication is
key, second only to early detection and prevention. Rapid communication to the
public regarding, for example, the limited scope and cause of a recall can mean the
difference between retaining and losing loyal customers.

7.2.12 Supplier Integration

As the supply chains for manufacturing industries become increasingly widespread,
globally, when assessing the success of quality management, it's important

to analyze how well suppliers have been integrated into the whole quality
management processes. Consider recent examples of toys painted with lead
paint—the defect didn't arise with the toy manufacturer; it originated with the
supplier who applied the paint. We already see this concern with supplier quality
management when it comes to chain of custody regulations with the FDA, or
responsible care in the chemical industry. But these supplier quality issues are now
impacting all industries. Even though a company may feel that it's successful at
understanding quality and compliance within its own four walls, ignorance of
quality in materials coming from suppliers can put the entire company at risk.
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7.2.13 Key Performance Indicators

Metrics that gauge the relative quality of products do not necessarily measure the
effectiveness or the success of your organization’s quality and compliance program.
That your team has matched its stated KPIs, that is, does not reflect your program’s
success. What is really important to consider is how quickly and efficiently your metrics
themselves improve as the company pursues its continuous improvement goals.

The metrics that will best enable you to judge the effectiveness of your quality and
compliance program vary. Some are granular while others are broader in scope. One
example of a granular metric for measuring the effectiveness of a manufacturing
process is process capability, which determines the measure of a process’s ability

to manufacture products that meet specifications. Broader metrics used to

examine your program’s overall effectiveness include first time right or first time
quality, which measures the amount of perfect product that can be shipped upon
completion. Among others are various indexes such as customer satisfaction surveys,
repeat customers, returns, and complaints. Whatever metrics your organization
chooses to use, it is critical that they be repeatedly benchmarked against both
industry and internal performance standards.

7.3 Conclusion

Quality should permeate every process in the organization. Each person in the
organization should be aware of how their work contributes the creating a quality
product and enhancing the company’s reputation in the marketplace. When quality
is emphasized throughout the organization, top to bottom, it becomes part of the
culture itself and naturally enhances the bottom line.

To reiterate, the elements of success include business continuity, revenue growth,
efficiency and integration, and continuous improvement. Specific factors that
determine a successful quality and compliance program include the degree to
which you monitor internal audits, smoothly integrate your program with the
organization’s manufacturing efforts, appropriately use quality tools and techniques,
catch issues early, accommodate change, achieve market recognition, integrate
with suppliers, and effectively deploy key performance indicators that help you to
measure your progress.
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APPENDICES: CASE STUDIES AND CUSTOMER STORIES

Case studies withheld pending approvals
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